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AI is transforming cybersecurity, 
helping detect threats faster. 
However, cybercriminals are also 
using AI for malicious purposes 
like improving phishing emails and 
generating malware. In this article, 
you will learn about the benefits 
and risks of AI in cybersecurity.
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AI in Cybersecurity: Navigating 
Innovations and Threats
Artificial intelligence (AI) took a huge leap forward when 
OpenAI released ChatGPT on November 30, 2022. 

ChatGPT, built on the GPT-3.5 
model, quickly caught the world’s 
attention by demonstrating how 
well AI can ‘think’ and write like 
humans. It was a game-changer, 
quickly gaining over 100 million 
users and sparking a flurry of 
innovation and development 
with AI-based technology.

Today, AI is being applied in 
numerous fields, including 
healthcare, education, and 
cybersecurity. In healthcare, AI 
assists doctors in diagnosing 
diseases and suggesting 
treatments, while in education, it 
has made personalized learning 
a reality. Companies are also 

integrating AI into their products to 
enhance performance and usability.

In cybersecurity, AI’s ability to 
quickly analyze large amounts of 
data and detect patterns allows 
products to identify and respond 
to threats faster than ever before. 
However, there’s a darker side to 
the use of AI in cybersecurity.

Cybercriminals are actively 
discussing how to exploit AI on 
online forums and networks, 
raising concerns about the 
potential misuse of AI tools by 
malicious actors. In this article, 
we’re going to examine both the 
benefits and risks associated with 
the use of AI in cybersecurity.

https://blackfog.com
https://www.reuters.com/technology/chatgpt-sets-record-fastest-growing-user-base-analyst-note-2023-02-01/
https://www.reuters.com/technology/chatgpt-sets-record-fastest-growing-user-base-analyst-note-2023-02-01/
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC9885935/
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC9885935/
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC9885935/
https://elearningindustry.com/how-ai-is-personalizing-education-for-every-student
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Four Real-World Examples Of AI
While some may argue that AI is often a buzzword used by cybersecurity 
marketing teams to make their products appear more advanced, numerous 
real-world examples demonstrate the tangible benefits of AI in cybersecurity.

One such example is anti data 
exfiltration (ADX) technology 
from BlackFog.  BlackFog’s ADX 
solution utilizes AI algorithms 
to continuously monitor data 
flow across all endpoints and 
detect any abnormal behavior 
that could indicate unauthorized 
data transfers. By automatically 
blocking such transfers, this 
solution enables businesses to 
prevent cyberattacks in real-time, 
mitigating the risks associated 
with data loss and breaches.  

AI is also being utilized to consolidate 
knowledge and ultimately serve 
as an improved search engine—
especially in the bug bounty space. 
Custom AI-powered bots, such as 
Jason Haddix’s Arcanum Cyber 
Security Bot, are being created to 
consolidate knowledge and enable 
specialized search capabilities.

Another area where AI is 
transforming cybersecurity is with 
security log analysis. AI algorithms 
can be trained to recognize normal 
system behavior and detect 
deviations that may indicate a 
security breach or an attempted 
attack. These algorithms can also 
correlate events across multiple log 
sources to identify complex attack 
patterns that might otherwise go 
unnoticed by human analysts.

Additionally, security researchers 
are using AI to enhance pre-
existing cybersecurity tools, 
such as BurpGPT, a Burp Suite 
plugin. By augmenting tools 
with AI capabilities, researchers 
can increase the efficiency and 
effectiveness of their vulnerability 
identification efforts.

https://blackfog.com
https://www.blackfog.com/why-blackfog/
https://www.blackfog.com/why-blackfog/
https://chat.openai.com/g/g-HTsfg2w2z-arcanum-cyber-security-bot
https://chat.openai.com/g/g-HTsfg2w2z-arcanum-cyber-security-bot
https://www.xenonstack.com/blog/log-analytics-generative-ai
https://github.com/aress31/burpgpt


T H E  B E N E F I T S  A N D  R I S K S  O F  A I  I N  C Y B E R S E C U R I T Y P A G E  6

B L A C K F O G . C O M

3 
Is AI fueling cybercrime?
While the benefits of AI in cybersecurity are clear, it’s 
important to note that there is strong evidence to suggest that 
cybercriminals are also using AI for malicious purposes. 

Cybercrime forums now have 
sections dedicated to discussions 
surrounding the malicious use of AI.

Although this does not imply that AI 
is being used to create new attack 
methods or zero-day exploits, it does 
demonstrate how AI is assisting 
cybercriminals in a variety of ways.

For example, chatbots such as 
WormGPT, EvilGPT, and BadGPT 
are emerging on cybercrime 
forums. These chatbots, which are 
essentially uncensored versions 
of regular AI chatbots, are used 
to augment well-known and 
traditional attack methods.

Wolf GPT: A Glimpse into the Dark Side of AI Chatbots in Cybercrime

https://blackfog.com
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Cybercriminals, particularly on low-level forums, are attempting to use AI to 
generate malicious code and scripts. However, due to ineffective prompting 
techniques, the code produced is frequently generic and unoptimized. 
For example, inexperienced cybercriminals may simply ask AI to “write a 
ransomware script” without providing any precise, specific instructions.

Another area of interest for cybercriminals is the application of AI with generic 
social engineering techniques. As an example, a cybercrime forum thread called 
“Social Engineering AI Techniques” discusses “gaslighting language models.”

https://blackfog.com
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What Does All of This Mean?
It’s important to recognize that, like any technology, AI has 
both positive and negative aspects. Just as cybersecurity 
professionals utilize AI to improve defenses, cybercriminals are 
also exploring ways to exploit AI for malicious purposes. 

Discussions on cybercrime forums 
reveal a growing interest in using AI 
to refine phishing emails, generate 
malicious code, and improve social 
engineering techniques. This 
mirrors the dual nature of many 
open-source penetration testing 
tools, which are used by both 
ethical hackers and cybercriminals.

There’s no doubt that this 
discussion will continue for years to 
come. Just earlier this year, the UK’s 
National Cyber Security Centre 
(NCSC) made key judgments about 
AI’s impact on the cyber threat 
landscape. They believe AI will 
increase the volume and impact 
of cyberattacks over the next two 
years, with all types of threat actors 
already using AI to some extent.

However, sophisticated AI use 
in cyber operations will likely be 
restricted to well-resourced threat 
actors until 2025. The NCSC warns 
that AI will make cyberattacks 
more impactful, as threat actors 
can analyze exfiltrated data more 
effectively. AI also lowers the 
barrier for novice cybercriminals 
to carry out effective operations, 
potentially contributing to the 
ongoing global ransomware threat.

There are also multiple discussions 
taking place in Europe regarding 
the regulation of AI, such as the 
EU AI Act. However, much of this 
technology is open-source, and 
even if it did manage to become 
regulated, it would likely just 
push everything underground 
and wouldn’t necessarily stop 
malicious usage altogether.

https://blackfog.com
https://www.ncsc.gov.uk/report/impact-of-ai-on-cyber-threat#section_2
https://www.ncsc.gov.uk/report/impact-of-ai-on-cyber-threat#section_2
https://www.blackfog.com/what-is-ransomware/
https://www.europarl.europa.eu/topics/en/article/20230601STO93804/eu-ai-act-first-regulation-on-artificial-intelligence
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Take Your Next Steps 
with BlackFog
BlackFog offers an advanced ADX technology solution to protect 
your network and keep your data safe. By utilizing behavioral 
analytics, BlackFog can prevent data theft before it occurs, 
ensuring your sensitive information remains secure.

To see BlackFog in action and 
learn how it can stop a real-world 
attack, watch our demonstration 
video. In this video, we showcase 
how ChatGPT can be used to 
exfiltrate data with PowerShell 
and how BlackFog actively 
prevents this type of threat.

Don’t wait for a breach to occur. 
Take a proactive approach to 
secure your organization’s data by 
deploying BlackFog. Register for 
an assessment today and discover 
how BlackFog can strengthen 
your defenses against data theft 
and unauthorized access.

https://blackfog.com
https://www.blackfog.com/cybersecurity-101/adx/
https://vimeo.com/802852610?share=copy
https://vimeo.com/802852610?share=copy
https://www.blackfog.com/contact/
https://www.blackfog.com/contact/
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BlackFog is the leader in on-device data 
privacy, data security and ransomware 
prevention. Our behavioral analysis and anti 
data exfiltration (ADX) technology stops 
hackers before they even get started. Our 
cyberthreat prevention software prevents 
ransomware, spyware, malware, phishing, 
unauthorized data collection and profiling 
and mitigates the risks associated with data 
breaches and insider threats. BlackFog blocks 
threats across mobile and desktop endpoints, 
protecting organizations data and privacy, 
and strengthening regulatory compliance.
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